Digital Signatures

The following document details how to set create a digital signature using Bluebeam and the procedures
that must be followed when signing PDF documents using Bluebeam. This document shall not be
followed for signing contract plans. The requirements of the Digital Project Development shall be
followed.
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http://www.ct.gov/dot/cwp/view.asp?a=3194&Q=555206&PM=1

Digitally Signing a PDF Document that is Located in Projectwise

The following details how to digitally sign a document that is located in Projectwise that requires
multiple signatures or only one signature. The following three things must be completed and followed
before digitally signing a file located in Projectwise:

e Adigital signature must be created: Creating a Digital Signature
e Bluebeam must be integrated with Projectwise: Integrating Bluebeam and Projectwise

e When signing a document that is stored in Projectwise, Bluebeam must be closed before the file

is opened.

Document that Require Multiple Signatures
Placing the Digital Signature Fields

1. Create all the signature fields for the signers. This step cannot be completed after someone
digitally signs the file. To do this select Document>Signatures>Add Signature Fields:

! [Qvu  File Edit View Trocument Form Markup Measure Window Help

T oama (<8 N

S

Save Print E-ma Studio Security

2 SR N-B-K-3 RE ) ‘KUE 3 - RLok [

&  Sion Document

Add Signature Field X o

=
| | | ¥  Certify Document...
y EE i !l e B 2 Documentl® Pagesi v

([} [~ Hoclix/JE e Digital IDs...
: Trusted Identities...

Validate Signatures

Figure 1 - Adding Digital Signature Fields
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2.

Then place the required signature fields. The example below required five signature fields:

Individual CE ]

CTDOT has determined that this project does not individually or cumulatively have a significant
impact on the environment as defined by NEPA, or involve unusual circumstances as defined
in 23 CFR §771.117(b), and is excluded from the requirements to prepare an EA or EIS.
CTDOT further cerifies that all other environmental requirements, such as Air Quality, Historic
Preservation (Section 108), Section 4(f), etc., to the extent such requirements apply to this
project, also have been satisfied. CTDOT will keep within its project records the documentation
to justify support for this Automatic or Programmatic Categorical Exclusion.

-2y
Prepared by:
Project Engineer
[
Reviewed by:
Project Manager
CE Approval e

Recommended by:

Principal Engineer

Automatic or =
Programmatic CE
Approved by:

Manager
Division of Bridges / Division of Highway
0 R Design / Division of Traffic Engineering /
Division of Facilities and Transit
Individual CE
Recommended for g
FHWA Approval
by:

Manager
Division of Bridges / Division of Highway
Design / Division of Traffic Engineering /
Division of Facilities and Transit

cc: Thomas Maziarz — Mark Alexander

Figure 2 - Signature Fields
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First Signer of the Document

3. After the signature fields have been placed, the first signer of the document can sign. To sign
click on the correct signature field and then select the options shown below: Note the first
signer must select the Document Certification Option:

AU AU WE =

Programmatic CE

Individy==55
Sign ==
determined Click on the ally or cumy izl
e envionm Signature Field  ve unusual ¢ (ahey Callins Signing Mem: =
§771.117(b; g lirements tq = e
ner certifies

Project Manager

zd by:

Principal Engineer

c CE

Manager
Division of Bridges / Division of Highway
Design / Division of Traffic Engineering /
Division of Facilities and Transit

ad for g
wal

. rements, su
1 (Section 108), Section 4(f), etc., to the extent such rg
have been satisfied. CTDPT will keep within its project re
yport for this Automatic or Brogrammatic Categorical Excly

Signature Type
() Digttal Signature
@ Document Certification

[Markups, fill in formz, and digital signatures

)

Options
Reason:
Location:
Contact Info:
Appearance
[ standard Text ][ Edt.. | [ New.. |
Mathew Calkins
I (af.. Signing Memos
platlar L 16.05.24

08:07:12-04'00"

Figure 3 - Digitally Signing a Document

4. Next select Projectwise and click OK:

Save To

Type
ProjectWise Vi

ctdot projectwizgeonline. com:CTDOT

tion

dLLIS
Logged In

FromrEneie

Figure 4 - Certifying Signature
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5. Then select yes to overwrite existing file as shown below: If this box does not pop up Bluebeam
was not integrated with Projectwise as shown in this section: Integrating Bluebeam and

Projectwise

ProjectWise Overwrite File

Thefile TT_DOC_PUB__Intro to Blusbeam pdf” already exists
A in ProjectWise.

Do you want to overwrite. Select 'No’ to save as a new

filename.
‘ Yes I Mo Cancel

Figure 5 — Overwriting a File
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Subsequent Signers of the Document

6. Click on the signature field and then select the options shown below:

LU has determined that this project does not individually or cumulatively have a signimcant

ot ciecvottanees 2o deimed | N

Iac.t on the environm..“a- e Amfimmdd s RIETYA A .'.-..,..I.,-; Unust
23 CFR §771.117( = ement
DOT further certifie ClICK on the iments
!Iservatmn (Section Signature Field nt sug
ject, also have bee 5 proje|

ustify support for this Automanc pr Frogrammauc Lategorical g

Calkins, Mathew J.

pared by: 2016.05.24 08:11:46-04'00°

Far ) G
fiewed by: (

Project Engineer

Approval
:ommended by:

Principal Engineer

omatic or
grammatic CE
roved by:

Manager
Division of Bridges / Divisien of Highway
Design / Division of Traffic Engineering /
Division of Facilities and Transit

OR

vidual CE
;ommended for g
NA Approval

Manager
Division of Bridges / Division of Highway
Design / Division of Traffic Engineering /

Sign

igital 1D:

Calking, Mathew J.

— Select your ID

:lgn;ure ype

@ Digital Signature

QOptions
Reason:
Location:
Contact Info:

Appearance

Markups, fill in forms, and digital signatures

~ Input your
password and
click Log In

[Mathew Calkins

v][ Edit... ][ New... ]

7‘&'&&" ,_g G:fé‘m

V

Division of Facilities and Transit

Click OK

Calkins, Mathew J.
2016.05.24
08:29:03-04'00"

)

Figure 6 - Digitally Signing a Document

7. Next select Projectwise and click OK

ocation
ojEedWise Vai ctdot projectwiseonline com:CTDOT Logged In b
[Ty TTEaneT TTOMT Cer,

Figure 7 - Certifying Signature
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Then select yes to overwrite existing file as shown below: If this box does not pop up, two
things may be the cause. (1) Bluebeam was not closed when the file was opened from
Projectwise. To remedy this, close Bluebeam and open the file from Projectwise again making
sure Bluebeam is closed. (2) Bluebeam was not integrated with Projectwise as shown in this
section: Integrating Bluebeam and Projectwise

ProjectWise Overwrite File

The file '°T_DOC_PUB__Intro to Bluebeam pdf” already exists
A in ProjectWise.

Do you want to overwrte. Select ‘Mo’ to save as a new
filename.

Yes Mo J [ Cancel ]

Figure 8 - Overwriting a File
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Document that Requires Only One Signature
The following shows how to digitally sign a document that only requires one digitally signature. The
following things must be completed before digitally signing a document stored in Projectwise.

e Adigital signature must be created: Creating a Digital Signature
e Bluebeam must be integrated with Projectwise: Integrating Bluebeam and Projectwise
e When signing a document that is stored in Projectwise, Bluebeam must be closed before the

file is opened
1. Select Document>Signatures>Sign Document:

[ Edit View Document Form Markup Measure Window Help
2 2

vik-w D - o= 4

Mew Open Save Print E-ma Sh

e [ Sign Document
L - T = : . - :
ikmwS Eo TEeUE E 1) .| Add Signature Field

| | | Certify Document...
- Val e 5i es
» :: 3 'ﬂ " g =z Documentl® Pages fi Validate Signatures

O MBI |- Digital IDs...
- Q Page 1 Trusted Identities...
State Project # (Design)
State Project Construction

Figure 9 - Signing a Document
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2. Then draw a rectangle where you want to sign and select the options shown below:

CTDOT has determined that this project does not individually or cumulatively have a significant
impact on the envirnnment as defined bv NFPA_ or involve unusual circumstances as defined

in 23 CFR §i

- e requirements to prepare an EA or EIS.
CTDOT furthe Draw the signature 4 prep

Preservation | field
project, also h

to justify support for this Automatic or Programmatic Categorical Exc

| requirements, such as Air Quality, Historic
he extent such
within its project

Sign

.ﬂ-
Prepared by: i

e catans Sgning viem [T | [T

‘33Ol

Signature Type
(") Digital Signature

Pemitted changes after certifying

Markups, fill in forms, and digital signatures V]
Options
Reason: -
Location
Cortact Info
Appearance
[ standard Tex [ Edt.. | [ New. |
Mathew Calkins
" P
(albi  Signing Memos
Hlw ;y 2016.05.24

Cancel

Figure 10 - Digitally Signing a Document

3. Next select Projectwise and click OK:

Figure 11 - Certifying Signature
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Then select yes to overwrite existing file as shown below: If this box does not pop up, two
things may be the cause. (1) Bluebeam was not closed when the file was opened from
Projectwise. To remedy this, close Bluebeam and open the file from Projectwise again making
sure Bluebeam is closed. (2) Bluebeam was not integrated with Projectwise as shown in this
section: Integrating Bluebeam and Projectwise

ProjectWise Overwrite File

The file TT_DOC_PUB__Intro to Bluebeam pdf” already exists
A in ProjectWise.

Do you want to overwrte. Select "No’to save as a new
filename.

fes No J [ Cancel ]

Figure 12 - Overwriting a File
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Creating a Digital Signature
1. Open any PDF document on your computer.

2. Next go to Document>Signatures>Digital IDs as shown below:

(Qvu  File Edit View Document Form Markup Measure Window Help

vk w0 - o= 9 V- v 8 k-
New ¥

Open Print = 5 c:
P Sign Document

Add Signature Field

iREwERESo®m-SEaUeR:

Certify Document...

une

e G

Digital IDs...
Trusted Identities...

General Information

Figure 13 - Creating a Digital Signature

3. Next click the Plus sign, then select the Create Digital ID File, and fill in the information as shown
below and click OK.

-

Manage Digital IDs [=] New Digital ID @
Name Location Status ) gt i i
‘ [5]) Commesterr e —iads Cificats Store © Create Digital 1D file
Mathew J. Calkins, P.E.  Windows Certfficate Store

Create a passwond protected Digital ID file using the PKCSHE12 format. This file format is
accepted by most security applications and web browsers. These files will have a pfxfile
extension

- Mathew Calking Signing... D:\Userscalkinemj\AppData*Roaming“Bluebe...  Logged ...
PAR18406_CTDOT Windows Certficate Store

(7 Create Digital ID in Windows Certificate Store

Create a Digital 1D in the Windows Certficate Store where it is availzble to other Windows
Applications. This Digital ID is protected by your Windows login

|dentity dentity
HName: lssued By Name:  Mathew Calkins
Organizational Unit: Starts 0 ational Unit:
Organization Name: Expires reanzstons T
Email Address- Organization Name: CTDOT
Country / Region: E-mail Address:  mathew calkins@ct.gov

Usage: Courtry / Region: [US - UNITED STATES ']
Usage: [Dig'rtal Signatures and Data Encryption ']
Key Agortom: [ 102441t RSA |

PKCS#14Options

Figure 14 - Creating a Digital Signature

Page 11 of 15



4. The new digital signature will now show up in the Manage Digital IDs dialog box as shown

below:

Manage Digital IDs

| ans

PAR18406_CTDOT

xﬂ;,.Q

Location Status
Calkins, Mathew J. Windows Certfficate Store ,
ew J. Lalkans, FLE. TIINOOWS LETiCae o
Mathew Calkins Signing... D:\Users insmj"AppData*Roaming“Bluebe...  Loaged ...

Windows Cefjficate Store

Digital Signature

Identity
MName:
Organizational Unit:
Crganization Mame:
E-mail Address:
Courtry # Region:
Usage:

Starts:
Expires:

Figure 15 - Digital Signature

5. Next the appearance of the signature needs to be changed. The first step in this process is to
sign a blank sheet of paper with your signature and then scan it to create a PDF file of your
signature.

6. Then click on your digital signature in the Manage Digital IDs dialog box and select Manage
Appearances:

=55

Manage Digital IDs

e

Calkins, Mathew J. Windows Certificate Store
Viathew J. Lalkins, F.E. vindows Lermcate Jtore
Mathew Calking Signing... :\lsers'calkinsmj*AppData"Roaming"Bluebe...  Logged ...

PAR18406_CTDOT fVindows Cenfficate Store

BB

Select your
signature and then —
cins, Mathew ). Select manage
Organizational Unit: A Migration_Proc

appearances

Organization Name:

|dentity

Name:

E-mail Address:  Maghew Calkins @ct gov
Country / Region:
Usage: | Signatures

’ Export ... (T Manage Appearances. .. D

Figure 16 - Manage Appearances

Page 12 of 15



7. Then click the plus sign on the Appearance dialog and then fill in the options shown below:

Calkins, Mathew J. Appearances

@ Signature Appearance

Appearances
@
o]

X

_’ Title:  Mathew Calkins

Type Name

Graphic
() None

() Name

( @ File D:\Users'calkinsmj Documents "My Documents_D

... Manage Appearances...

Position: @) Left ) Right () Background
Text
a Y] Name N
[ Distinguished Name
¥ || Location ignment: E] DD
[¥] Reason
[ Contact Info
[¥] Date
-1 |:| Labels
Fort Size: |9 Auto Logo
Preview
<Name>

Hetur @ <Readon>

<Dat

e

Select the file of
your scanned
signature

Select these

/ options and

click OK

Figure 17 - Setting Up the Digital Signature Appearance

8. Then Click OK on the appearance dialog box and Manage Digital IDs box.
9. Now your digital signature is ready for use.
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Integrating Bluebeam and Projectwise

1. Click on the settings icon in the top right hand corner and click Preferences as shown below. If
you cannot find the settings icon in the top right, go to the Edit menu and select Preferences.

(S File Edit View Document Form Markup Measure Window

v k- =1 BN |

LS
Mew Open

e Frint E-ma Studio X Shift+ o
i - - \ $ .
i wE o= -SEaUel i ' SnaptoGrid  Ctrl+Shift+F9
: | | | ¢ Snapto Content
‘ENSA-EE L E AR Preferences
O MBI, E |-

Document Pronerties  Ctrl+ N

Preferences Cri+K ’

Figure 18 - Bluebeam Preferences

2. Click on File Access and make sure the box is checked as shown below: If ProjectWise is not listed
click on Add

Preferences @

Camera - Recents

Uocumen [¥] Enable Recert Fil tems in Rec =
able Recent Files e:::l:mec Check th|5 ]

7 )
Fome Show preview of PDF

General Document Management Systems O pt I O I'I
Grid & Snap _ _
Hypedinks i | SNEreroInt Upuons... ]

Import/Expart 5 Always show selection dialog

Mariup [+] Enable batch check-n when closing Sets
Markups Tab
Mavigation | Tvoe Location Status
POFAA -

Presentation c I iC k Ad d

Rendering
Rendering 3D
Sets

Sets (Advan...

Signature
Sketch Tools bl ()

[ Import H Export ] [ QK ][Cancel]

-

Figure 19 - Projectwise Integration
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3. Thenclick Load and enter in your Projectwise Username and password and select the Checkout
on Open box, then click OK.

P

-

Edit Document Management Systemn @
Type: | ProjectWise V10 || Lload |
DataSource™  ctdot projectwiseonline .com:CTDOT, -

Login Mame: ' mjc-admin

—

Fasswaord:

eckout on Open

al Waﬂinks

* required

Figure 20 - Integrating Projectwise

After you click Log in the status should read Logged In as shown below:

Preferences @

Camera -~ Recents

Document Enable Recent Files tems in Recent Files: 2012

File Access ) i -

e Show preview of POF Recent histary limit: [5{] Days v] [ Clear ]
Ge.neml Document Management Systems

o & Snap [7] Toolbarintegration only | ShareFoint Options... |
Hypedinks L oolbar integration on areFoint Options...
Import/Export Mways show selection dialog

JavaSeript Enable batch check-n when closing Sets

Markup

Markups Tab Type Location Status
Navigation Share Puirt https://zaact sharepoint.com/sites/p...  Ready

PDF"‘"'A' bl - |l L LLES . cdd UL . S1idl 2P0 R SILESSLY. '
Presentation ProjectWise V10 ctdot projectwiseantine .com:CTDOT

Rendering

Rendering 30

Sets

Sets (Advanced) . N

Login Logout Edit Delete

ot > :
[ Impart ] [ Export ] [ QK ] [ Cancel ]

Figure 21 - Projectwise Integration
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