
[Hard Copies to Followl

June I 5, 2009

.ludge Daniei F. Caruso
Chainnan, Connecticut Siting Council
'fen Franklin Square
New Britain, CT 0505 i

RB: Docket #346Implementation of Section 8 of Public Act 07-242, An Act Concerning Electricity
and Energy Efficiency. Motion to Reconsider Reliabiiity and Natural Calamities

Dear Judge Caruso:

Joei Gordes (DBA Environmental Energy Solutions or EES) hereby respectfully files a motion
concerning the Connecticut Siting Council's White Paper regarding security of siting energy
facilities issued on May 28,2009. The White Paper states (at p. l.):

Puisuant to legislative inteut of the act, this document will review existing regulations and guidelines regarding
security for the siting of electric generating and transmission facilities. Security in this document will only relate
to intentional and physical threat to a facility. Threats can range fiom simple ffespassing to vandalism to
dedieated acts of acts of -sabotage. Siting security in this document does not relate to operational, reliabilitv, and

maintenance procedures, asset connection requirements, or naturally-caused calamities (i.e.. Hurricanes or ice
storms).

Because basic definitions differ of what inclucies security versus what does not, EES feels an

obligation to request the Council to reconsider the White Paper's currently exclusion of reliability and
naturally-caused calamities. Their interaction has the power to amplify the effect of terrorist acts and
EES cites the following reasons for a reconsideration of these limitations:

1) Naturally-caused calamities can frequently have the same end results as acts of vandalism and

dedicated acts of sabotage leading to loss of life and limb.

2) Naturally-caused calamities may be an opportune time to undertake acts of vandalism and
dedicated acts of sabotage due to the ability of natural disasters to mask terrorist acts and add

additional layers of confusion to grid operators and first responders. For instance, a naturally
occuning coronal mass ejection (geomagnetic stom) originating froin the sun, could be used to
cover an electromagnetic pulse attack. (An account of a 1989 episode of the Canadian grid
suffering significant damage from exactly such a naturally-occurring storm can be made available
to the CSC upon request.)

3) Presidential Decision Directive (PDD) #63 of May 22,1998, (at p,1) referenced by CSC, makes

no distinction in protection of critical infrastructure between naturally-occurring and intentionally
targeted efforts. It states, "These same advances have created new l'ulnerabilities to equipment
failures, human error, weather and other natural causes, and physical and cyber aftacks.

Addressing these vulnerabilities will necessarily require flexible, evolutionary approaches that



span both the pubiic and private sectors, and protect both domestic and international security."

fEmphasis added.]

This directive also brings up the question of when the CSC speaks in the White Paper of "Security
in this document will only relate to intentional physical threats to a facility," whether the CSC
means to exclude cyber attacks or tacitly includes this under "physical" threats. Such distinction
is unclear as the PDD (above) specilically separates the two forms of attack.

4) Naturally occurring disasters may arnplify effects of terrorist acts. (See Appendix A where EES
offers a concrete, previously published example of this vis-a vis natural gas and LNG.)

5) Solutions or mitigation actions for both naturally-occurring disasters and terrorist attacks are
frequently the same and can be made more cost-effective when used for both purposes by adding
overall societal value.

6) To not include the interaction of naturally-caused calamities represents a strategic omission to the
White Paper that does not lead to adequately protecting the citizens of Connecticut which is the
foremost responsibility of government.

7) Finally, EES would be less than candid, particularly to utility colleagues who have cited
reliability as a security concern, if in one place EES has accepted some reliability aspects as

security concerns but not so in this document. Language (for which Mr. Gordes is directly
responsible) from page24 of the CEAB Review o/'the 2009 Comprehensive Planfor the
Procurement o/'Energg, Resources, Prepared by The Connecticut Energy Advisory Board reads:

4.Energy

In reference to energy security, that EDC's plan mentions reliability, sufficiency, availability and resource
adequacy, which are only a small part of energy security. The EDC's have not fully delineated or begun to
explore this issue. For example, the plan specihcally "... does not include discussions of risk related to critical
energy infiastructure components such as sabotage accident or natural disaster." [Emphasis added]

As such, since the CSC exclusions conflict with the CEAB inclusion of reliability and natural
disasters as a security concems. EES respectfully request the CSC reconsider its decision to refrain
from investigating reliability and naturally-caused calamities where their interactions with terrorist
acts may be used as indicated above.

Thank you lor your consideration in this matter.

Sincerely,

Joel N. Gordes, President
Environmental Energy SoIutions
38 Brookmoor Rd.
West Haftfbrd, CT 06107
(860) 56r-0s66 Ph
http ://home.earthlink.neV-j gordes

CC: Service List



Appendix A
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